LAURENT DUPUIS Sécurité du site WEB

Installation du plugin WordFence

llml Wordfence

Securing your WordPress website

You have successfully installed Wordfence 8.0.3

Register with Wordfence to secure your site with the latest threat intelligence.

GET YOUR WORDFEMCE LICENSE

Install an existing license

Récupération d’une licence gratuite



Wordfence
FREE

Free

Get a Free License

Join over 5 million secure
WordPress site owners using
Wordfence Free. Block attacks
with the basic tools you need
to keep your site safe. 30-day
delay on firewall rules and
malware signatures.

Industry Leading Firewall

Protect, Detect, and Secure

Learn More

Compare Plans




Are you sure you want delayed protection?

Our firewall rules block exploits targeting WordPress plugins, themes and core. Our malware
signatures detect whether your site has been compromised. We release firewall rules and malware
signatures in real-time to our Premium customers.

For less than 512.50 per month (paid annually) you can get real-time firewall rules and malware
signatures as we release them. Are you sure you want the free version of Wordfence which receives
firewall rules and malware detection 30 days later than our Premium customers?

I'd like real-time protection!

I'm OK waiting 30 days for protection from new threats

Saisie de mon email afin de récupérer par mail ma clef de licence

Get Wordfence Free

Site URL: https:/dupuislaurent.fr
Email

dupuislaurent83@hotmail.com

This is where you will receive your license key and any future security alerts for your website

Would you like WordPress security and vulnerability alerts sent to you via email?

Yes No

[ 1 have read and agree 1o, as applicable, the Wordfence License Terms and Conditions, Wordfence CLI License
Terms and Conditions, the Services Subscription Agreement, and Terms of Service, and have read and
acknowledge the Wordfence Privacy Policy and Notice at Collection.

Recu du mail et installation de la licence



l».Wordfence-1 ogo.png

Install Your Wordfence License

Thank you for registering for a Wordfence Free license. Your firewall rules and

malware signatures will be delayed by 30 days with Wordfence Free edition.

If you choose to upgrade to receive real-time firewall rules and malware signatures,

you can click here to get Wordfence Premium.

To complete the installation of Wordfence Free, you have two options.

Automatic Installation
Click the button below to automatically install the license key for

hitps://dupuislaurent fr.

Install My License Automatically

Install your license to finish activating Wordfence.

ﬂﬂﬂ Install Wordfence

Email

dupuislaurent83@hotmail.com

This is where future security alerts for your website will be sent. This can also be changed in Global Options.

License Key

72c7d6528025243660bf05358b5d13d17783aba661e789dcc94839cfdd42dd5778419e6d438ab5c4cc654839cda2cd2Tab259e48e8c1118d5342534d3888c516

INSTALL LICENSE

Apres I’installation, j’ai désormais acces au tableau de bord



M Wordfence Dashboard Learn more about the Dashboard &'

Wordfence Protection Activated

Premium Protection Disabled

As a free Wordfence user, you are currently using the
Community version of the Threat Defense Feed.
Premium users are protected by additional firewall
rules and malware signatures. Upgrade to Premium

Firewall Scan today to improve your protection.
WAF Currently in Learning Mode Detection of security issues
. UPGRADE TO PREMIUM
Manage Firewall Manage Scan
Notifications Wordfence Central Status
Wordfence Central allows you to manage Wordfence on multiple sites
12 issues found in most recent scan [x] [ ] from one location. It makes security manitering and configuring
Wordfence easier.
Updates are available for 6 plugins and 6 themes o .©.
° Connection: Not connected
Audit Log: Disabled (premium feature) Manage
Connect This Site Visit Wordfence Central
Tools Help Global Options
Live T_rafﬂc, \f‘«_'hOIS Lookup, Import/Export, Find the documentation and help you need Manage global_opmns for Wordfence such
and Diagnostics as alerts, premium status, and more

Firewall Summary: Attacks Blocked for dupuislaurent.fr Total Attacks Blocked: Wordfence Network

@ No Data Available During Learning Mode 30 Days



Installation de 1’extension Login Lockdown

Login Lockdown &

Protection
Plus de détails

Protect, lockdown & secure login form
by limiting login attempts from the same
IP & banning IPs=.

Par WebFactory

Tableau de bord de 1’application

':’] Login Protection @ Activity
Basic Advanced Tools
Max Login Retries
Retry Time Period Restriction
Lockout Length
Log Failed Attempts With Non-existant
Usernames

Mask Login Errors

Block Type

Block Message

Whitelisted IPs

Mise en place du captcha

'ﬂ Login Protection E Activity

Captcha

@ Country Blocking

@ Country Blocking

2FA % Captcha €% cloud Protection 8 Temp Access m

3

Mumber of failed login attempts within the "Retry Time Period Restriction” (defined below) needed to trigger a Lockdown.

5 minutes

The time in which failed login attempts are allowed before a lockdown occurs.

60 minutes

The time a particular IP will be locked out once a lockdown has been triggered.

Log failed log in attempts with non-existant usernames the same way failed attempts with bad passwords are logged.

Hide log in error details (such as invalid usemame, invalid password, invalid captcha value) to minimize data available to attackers.

Completely block website access
o Only block access to the login page

Completely block website access for blocked IPs, or just blocking access to the login page.

We're sorry, but your IP has been blocked due to too many recent failed login atterr

Message displayed to visitors blocked due to too many failed login attempts. Default: We're sorry, but your IP has been blocked due to too
many recent failed login attempts.

List of IP addresses that will never be blocked. Enter one IP per line.

2FA % Captcha @ cloud Protection g Temp Access m

Built-in Captcha ~

Captcha or "are you human” verification ensures bots can't attack your login page and provides additional protection with minimal impact to
users.

Save Changes



Récupération de lien de récupération du site web en cas de probleme

2FA % Captcha € cloud Protection g Temp Access m

-ﬂ Login Protection E Activity @ Country Blocking
Basic Advanced Tools

Email Test Send test email

Send an email to test that you can receive emails from your website.

Recovery URL View Recovery URL

In case you lock yourself out and need to whitelist your IP address, please save the recovery URL somewhere safe
Do NOT share the recovery URL.

Import Settings Choisir un fichier | Aucu.r chois Upload

Export Settings Download Export Fil



