DUPUIS Laurent

TP 5 — Trames ARP, ICMP et DNS
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1. Capture de trames ARP et ICMP

B Capture de trame suite au ping sur le serveur roi ( Trame ARP et ICMP )

| | arp or icmp

No. Time Source Destination Protocol Length Info
53 17.382762 Dell_12:da:64 Broadcast ARP 68 Who has 172.17.1.215% Tell 172.17.1.281
56 18.2082211 VMware_fc:23:2b Broadcast ARP 68 Who has 172.17.245.2587 Tell 172.17.245.258
6@ 19.226297 VMware_fc:23:2b Broadcast ARP 68 Who has 172.17.245.258? Tell 172.17.246.258
72 20.2582082 VMware_fc:23:2b Broadcast ARP 68 Who has 172.17.245.25087 Tell 172.17.246.25@
73 23.458698 Dell_12:d6:1d Broadcast ARP 42 iwho has 172.17.254.1? Tell 172.17.1.282
74 23.458908 Dell_7d:@e:2b Dell_12:d&:1d ARP 6@ 172.17.254.1 is at d4:ae:52:7d:@e:2b
75 23.458918 172.17.1.282 172.17.254.1 ICMP 74 Echo (ping) request id=8x@881, seq=13/3328, tt1=128 (reply in 76)
76 23.459136 172.17.254.1 172.17.1.202 ICHMP 74 Echo (ping) reply  id=8x@8@1, seq=13/3328, ttl=128 (request in 75)
77 24.462528 172.17.1.282 172.17.254.1 ICHP 74 Echo (ping) request id=@x@@81, seq=14/3584, ttl=128 (reply in 78)
Frame 73: 42 bytes on wire (336 bits), 42 bytes captured ff ff £ff £ff ff ff d8 9e 3 12 d6 1d @2 @6 80 @1
Ethernet II, Src: Dell 12:d6:1d (d8:9e:f3:12:d6:1d), Dst 83 80 06 @4 08 81 d8 9e 3 12 d6 1d ac 11 @1 ca

¥ Address Resolution Protocol (request) @e o @@ 6o 8@ @0 ac 11 fe Ol

Hardware type: Ethernet (1)

Protocol type: IPv4 (8xB2088)

Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: Dell_12:d6:1d (d8:9e:f3:12:d6:1d)
Sender IP address: 172.17.1.282

Target MAC address: ©0:00:00_00:00:00 (90:00:00:00:00
Target IP address: 172.17.254.1

W Vérification du cache ARP pour vérifier la présence de ROI

indows

Interface :
udre se InfErnef ‘esse physique
' 1 ﬁe—F%—ll 14-;F

ynamigue
-88-5e-80-00-82 statique
-9B-5e-80-080-16 afique
-8B-Se-7f-66-12 tatique
-@B8-Se-7f-ff-fa hhthue

: c - Bxl1l

Internet Adresse physique Type
61-60-5e-60-00-16 statique
81-88-5e-7f-66-12 aflque
81-88-Se-7f-ff-fa

- Bx12
Adresse physique
61-60-5e-60-00-16
81-88-5e-7f-66-12
81-88-Se-7f-ff-fa
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B Les octets 0x0C et 0x0D, respectivement 08 06 signifient que dans Ethernet est encapsulé
ARP.

B Latrame ARP Request va demander en broadcast a toute les machines, laquelle possede
une IP précise afin qu’elle lui renvoie son Adresse MAC.

B Les octets 0x04 et 0x05 ligne 0010 sont I’opcode, ici 00 01 ( 1) donc une request.

Dans la reply, I’opcode est 00 02 ( 2)

B La longueur du message ARP dans la trame ARP request est de 28 bytes
B La longueur de la trame ARP Request est de 42 bytes
B La longueur de la tram ARP Reply est de 60 bytes
B 18 Octets sont utilisés pour le padding sur la Reply, 0 sont utilisés pour la Request
B TRAME ARP REQUEST :
MAC Destination : FF:FF:FF:FF:FF:FF
MAC Source : d8:9e:f3:12:d6:1d
Ethernet Type : 08 06
Opcode : 00 01
MAC Cible : FF:FF:FF:FF:FF:FF
IP Cible : 172.17.254.1
> Frame 75: 74 bytes on wire (592 bits), 74 bytes captur 2 7d @e 2b d8 9e T
| R
v Internet Control Message Protocol 7761 62 63 64 65 66 67 e8 6a 0 Embaderg i

Type: 8 (Echo (ping) request)
Code: @
Checksum: @x4dde [correct]
[Checksum Status: Good]
Identifier (BE): 1 (@x@@81)
Identifier (LE): 256 (@x818@)
Sequence Number (BE): 13 (@x@@ed)
Ssequence Number (LE): 3328 (exedea)
[Response frame: 76]

» Data (32 bytes)
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B Les octets 0x0C et 0x0D couche 0000, respectivement 08 00, signifie que dans la trame est
encapsulé IPv4.

L’octet 0x07 ligne 0010 a pour valeur 01, soit le protocole ICMP.
Longueur de la trame : 74

Longueur du paquet IP : 20

Longueur du message ICMP : 40

L’octet de position 0x02 ligne 0020 a pour valeur 08, qui est le type de message ICMP
( request )

m 0x02 ligne 0020 de la trame ICMP Echo Reply est le champ Type, qui a pour valeur 00, soit
une Reply.

2. Capture de trames ARP, DNS et ICMP

16 5.421775 Dell 12:d6:1d Broadcast ARP 42 Who has 172.17.254.1? Tell 172.17.1.2082

17 5.422@51 Dell 7d:@e:2b Dell 12:d6:1d ARP 6@ 172.17.254.1 is at d4:ae:52:7d:@e:2b

18 5.422861 172.17.1.202 172.17.254.1 DNS 74 standard query @x4771 A www.ac-nice.fr

19 5.466481 172.17.254.1 172.17.1.202 DNS 126 Standard query response @x4771 A www.ac-nice.fr CNAME cs234.wpc.alphacdn.net A 93.184.221.161

28 5.472634 Dell 12:d6:1d Broadcast ARP 42 who has 172.17.258.2? Tell 172.17.1.282

21 5.472834 Cisco 97:2c:56 Dell 12:d6:1d ARP 60 172.17.250.2 is at @@:1f:ca:97:2c:56

22 5.472844 172.17.1.202 93.184.221.161 ICHP 74 Echo (ping) request id=@x@@01, seq=41/10496, ttl=128 (reply in 23)

23 5.584669 93.184.221.161 172.17.1.202 ICHP 74 Echo (ping) reply  id=8x@@01, seq=41/18496, ttl=56 (request in 22)

25 6.267365 VMware_fc:23:2b Broadcast ARP 6@ Who has 172.17.245.258? Tell 172.17.246.250

26 6.485853 172.17.1.202 93.184.221.161 ICMP 74 Echo (ping) request id=@x@@@l, seq=42/16752, ttl=128 (reply in 27)

27 6.517521 93.184.221.161 172.17.1.202 ICHP 74 Echo (ping) reply  id=8x@@01, seq=42/18752, ttl=56 (request in 26)

28 7.295298 VMware_fc:23:2b Broadcast ARP 6@ Who has 172.17.245.258? Tell 172.17.246.250

29 7.588732 172.17.1.202 93.184.221.161 ICMP 74 Echo (ping) request id=8x8001, seq=43/11008, ttl=128 (reply in 3@)

3@ 7.532779 93.184.221.161 172.17.1.202 ICHP 74 Echo (ping) reply  id=8x@@01, seq=43/11088, ttl=56 (request in 29)

31 8.319166 VMware_fc:23:2b Broadcast ARP 6@ Who has 172.17.245.258? Tell 172.17.246.250

32 8.512891 172.17.1.202 93.184.221.161 ICHP 74 Echo (ping) request id=8x@@01, seq=44/11264, ttl=128 (reply in 33)

2 CACCOA n CE-F L LE L] o Lo T o B BT TMAD TA Ecls 3 | 1d A AASVANEA ++1 O + 3 a

> Frame 1: 6@ bytes on wire (488 bits), 6@ bytes captured (48@ bits) on interface \Device\NPF_{6A115EF9-A18F-4453-956D-5C2DD42DCC70}, i ff ff ff ff ff ff d8 9e 3 12
> Ethernet II, Src: Dell 12:bd:b4 (d8:9e:f3:12:bd:b4), Dst: Broadcast (ff:ff:ff:ff:ff:ff) @8 6@ 66 B4 80 @1 d8 9e T3 12

G0 B0 92 22 9@ 80 ac 11 @1 dd

> Address Resolution Protocol (reguest) 0B BB OB 6B 6O B 6D O 6O B8

B [’adresse MAC recherchée est celle de la passerelle ( 172.17.250.2)

Trame ARP request

MAC Destination : FF:FF:FF:FF:FF:FF
MAC Source : d8:e9:f3:12:d6
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Ethernet Type:0806 ( ARP)

Opcode =00 01 ( Request )
MAC Cible : 00:00:00:00:00:00
IP Cible:172.17.250.2

B Le ping via ICMP nécessite une adresse MAC. Pour obtenir I’adresse MAC, on doit passer
par ARP a I’aide d’une IP. Pour obtenir I’ip, il faut convertir le nom de domaine en IP a
’aide de DNS.

Nom d’enregistrement. : roi.prince.local
Type d'enregistrement : :

Durée de wvie . . . . : 575

Longueur de données

Section . . . : Supplémentaire
Enreclztremenf -hlfe- ¢ 172.17.254.1

]
[l
|',_|

Nom d’enregistrement.
Type d'enregistrement
Durée de vie .
Longueur de données :
Section . . . : Supplémentaire
Enreclztremenf -hufe- :172.17.244.1

.prince.local

~J
LA

l-l'_'a-l..ul—"-—:-

W . ac-nice.fr

Nom d’enregistrement.

Type d'enregistrement

Durée de vie .

Longueur de données

Section . . . : Réponse
Enreclztremenf l”H”E : ¢s234.wpc.alphacdn.net

Mom d’enregistrement. : cs234.wpc.alphacdn.net
Type d'enregistrement : :

Durée de vie .

Longueur de données

Section . . . 2 pun«e

Enregistrement -hufe- : .184.221.161
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L] [dns or icmp|

Mo, Time
54 7.457355
55 7.489729
74 8.464202
75 B.497258
77 9.477783
78 9.515282
89 l@.494832
98 18.525413

Source
172.17.1.282
93.184.221.161
172.17.1.282
93.184.221.161
172.17.1.282
93.184.221.161
172.17.1.282
93.184.221.161

Aucune requéte DNS

Destination

93.184
172.17
93.184
172.17
93.184
172.17
93.184
172.17

-221.161

.1.2082
.221.161
-1.282
.221.161
.1.202
-221.161
-1.202

Protocol
ICMP
ICMP
IMP
ICMP
ICMP
ICMP
ICMP
ICMP

Length
74
74
74
74
74
74
74
74

Info

Echo
Echo
Echo
Echo
Echo
Echo
Echo
Echo

(ping) request

ping) reply id=8x@e
ping) request did=Bx@el
ping) reply id=Bx88

ping) reply id=axae
ping) request id=8x86l

(
(
(
(ping) request id-8x@6!
(
(
(

ping) reply 1d=Bx88

On vide le cache DNS afin de ré-obtenir une requéte DNS

id=8x@801, seq=45/11528, ttl=128 (reply in 55)

81, seq=45/11528, ttl=56 (request in 54)
81, seq=46/11776, ttl=128 (reply in 75)
81, seq=46/11776, ttl=56 (request in 74)
81, seq=47/12832, ttl=128 (reply in 78)
81, seq=47/12832, ttl=56 (request in 77)
@1, seq=48/12288, ttl=128 (reply in 98)
@1, seq=48/12288, ttl=56 (request in 893)

| . ‘dns or icmp
No. Time Source Destination Protocel  Length Info
]:: ?:2.553511 172.17.1.2082 172.17.254.1 DNS 74 Standard query @x6d57 A www.ac-nice.fr
& 2.660858 172.17.254.1 172.17.1.262 DNS 126 Standard query response Bx6d57 A www.ac-nice.fr CNAME cs234.wpc.alphacdn.net A 93.184.221.161
9 2.674877 172.17.1.202 93.184.221.161 ICHP 74 Echo (ping) request id-@x@@@l, seq-49/12544, ttl-128 (reply in 18)
18 2.706744 93.184.221.161 172.17.1.282 ICHP 74 Echo (ping) reply  id-@x@@@l, seq-49/12544, ttl-56 (request in 9
15 3.681018 172.17.1.202 93.184.221.161 ICHP 74 Echo (ping) request id-@x@@@l, seq-58/1280@, ttl=128 (reply in 16)
16 3.713136 93.184.221.161 172.17.1.282 ICHP 74 Echo (ping) reply  id-@x@@@l, seq-58/1280@, ttl-56 (request in 15)
28 4.695314 172.17.1.202 93.184.221.161 IcHP 74 Echo (ping) request id-@xeeel, seq-51/13@56, ttl-128 (reply in 21)
21 4.726377 93.184.221.161 172.17.1.202 IcHP 74 Echo (ping) reply  id=Bxe@l, seq=51/13@56, ttl=56 (request in 2@)
27 5.712676 172.17.1.202 93.184.221.161 IcHP 74 Echo (ping) request id=Bx@@@1, seq=52/13312, ttl=128 (reply in 28)
28 5.743979 93.184.221.161 172.17.1.202 IcHP 74 Echo (ping) reply  id=Bx@@@l, seq=52/13312, ttl=56 (request in 27)
12 4.383334 VMware_22:87:6d Broadcast ARP 60 Who has 172.17.244.15? Tell 172.17.243.11
16 5.421775 Dell 12:d6:1d Broadcast ARP 42 Who has 172.17.254.1? Tell 172.17.1.2082
17 5.422851 Dell 7d:@e:2b Dell 12:d6:1d ARP 68 172.17.254.1 is at d4:ae:52:7d:@e:2b
]: 18 5.422@61 172.17.1.2082 172.17.254.1 DNS 74 Standard query 8x4771 A www.ac-nice.fr
19 5.466481 172.17.254.1 172.17.1.282 DNS 126 Standard query response @x4771 A www.ac-nice.fr C.
28 5.472634 Dell 12:d6:1d Broadcast ARP 42 Who has 172.17.25@.2? Tell 172.17.1.282
21 5.472834 Cisco_97:2c:56 Dell 12:d6:1d ARP 6@ 172.17.250.2 is at @8:1f:ca:97:2c:56
22 5.472844 172.17.1.282 93.184.221.161 ICMP 74 Echo (ping) request id=@x@eel, seq=41/18496, ttl.
23 5.5684669 93.184.221.161 172.17.1.282 ICMP 74 Echo (ping) reply id=8x0eeal, seq=41/18496, ttl..
25 6.267365 VMware_fc:23:2b Broadcast ARP

60 Who has 172.17.245.258? Tell 172.17.246.250

v ow v v

Transaction

ID: ex4771

> Flags: @x@lee Standard query
Questions: 1

Answer RRs:

a

Autherity RRs: @
Additional RRs: @

» Queries

Response In: 19

L’ip du routeur est : 172.17.250.2

Frame 18: 74 bytes on wire (592 bits), 74 bytes captured (592 bif
Ethernet II, Src: Dell_12:d6:1d (d8:9e:f3:12:d6:1d), Dst: Dell_7¢
Internet Protocol Version 4, Src: 172.17.1.282, Dst: 172.17.254.1
User Datagram Protocol, Src Port: 59819, Dst Port: 53
Domain Mame System (query)

d4 ae 52 7d @e 2b d8 9e T3 12 d6 1d @3 @8 45 @@ R}
3f @@ @@ 80 11 @@ @0 ac 11 @1 ca ac 11 <h
8b @@ 35 @@ 23 58 23 47 71 @l @@ @0 al
o0 @0 @2 @2 0@ @0 B3 77 77 77 @7 61 63 2d 6Ge 69
63 65 82 66 72 @@ @@ 81 a8 el ce-1

2@ 3c 63
fe 81 e6

Les différents protocoles utilisés dans une Trame DNS sont : Ethernet, IPv4, UDP, DNS

La machine destinataire de la requéte DNS est le routeur Cisco ( 172.17.250.2)

Les octets de position 0x0C et 0x0D ligne 0000, respectivement 08 00 siginifie que ce qui

est encapsulé dans Ethernet est IP. 0X07 ligne 0010 ( 11 ) est UDP.

B Les octets 0x04 et 0x05 ligne 0020, respectivement 00 35 ( 53 ) signifie que ce qui est
encapsulé dans UDP est DNS.
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]: 18 5.422861 172.17.1.202 172.17.254.1 DNS 74 Standard query Bx4771 A www.ac-nice.fr

19 5.466481 172.17.254.1 172.17.1.282 DNS 126 Standard query response @x4771 A www.ac-nice.fr
28 5.472634 Dell 12:d6:1d Broadcast ARP 42 Who has 172.17.258.2?2 Tell 172.17.1.282
21 5.472834 Cisco 97:2c:56 Dell 12:d6:1d ARP 66 172.17.256.2 is at @@:1f:ca:97:2c:56
22 5.472844 172.17.1.2082 93.184.221.161 ICMP 74 Eche (ping) request id=8x@@8l, seq=41/18496, t
23 5.584669 93.184.221.161 172.17.1.282 ICMP 74 Echo (ping) reply id=exenel, seq=41/18496, t
25 b.267365 VMware_fc:23:2b Broadcast ARP 68 Who has 172.17.245.258? Tell 172.17.246.250
Class: IN (exeeal) d3d 9e 3 12 d6 1d d4 ae 52 7d @e 2b B3 @0 45 8@
v Answers @@ 70 29 b @@ 80 80 11 8 92 ac 11 fe @1 ac 11
v www.ac-nice.fr: type CNAME, class IN, cname cs234.wpc.aly @l ca @@ 35 e6 8b @@ 5c 3b db 47 71 81 3@ @9 6l
. @@ @2 P2 @ 8@ @2 83 77 77 77 @7 61 63 2d Ge 69
Name: www.ac-nice.fr

. . 563 65 82 66 72 B8 88 81 86 81 cé Bc 88 a5 8o Bl
Type: CNAME (Canonical NAME for an alias) (5) @@ @0 15 97 @@ 18 @5 63 73 32 33 34 83 77 T8 63

Class: IN (@x@eal) @8 61 Gc 7@ 68 61 63 64 Ge @3 Ge @8 c@ 2c

65 74
Time to live: 5527 (1 hour, 32 minutes, 7 seconds) 2878 00 01 60 81 28 88 ec of 00 o4 NI ERG
Data length: 24

CNAME: cs234.wpc.alphacdn.net
v ¢s5234.wpc.alphacdn.net: type A, class IN, addr 93.184.22:
Name: cs234.wpc.alphacdn.net
Type: A (Host Address) (1)
Class: IN (@xB881)
Time to live: 3599 (59 minutes, 59 seconds)
Data length: 4
Address: 93.184.221.161
Request In: 18
[Time: 8.844348088 seconds]

B Trame DNS query : Valeur hexadécimales des octets correspondant au nom de domaine
internet www.ac-nice.fr : 03 77 77 77 07 61 63 2d 6e 69 63 65 02 66 72 00

B Trame DNS response : Valeurs hexadécimales et décimales de 1’adresse IP du serveur web
hébergeant le site de 1’académie de Nice : 5d b8 dd al ( 93.184.221.161)

3. Commande Tracert et capture de trames ICMP.
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http://www.ac-nice.fr/

Source Destination Protocol  Length Info

192.168.1.4 93.184.221.161 ICMP 186 Echo (ping) request 1d=8x@8@1, seq=2945/33@35, ttl=2 (no response found!)

18426 15.522386 192.168.1.4 93.184.221.161 P 186 Echo (ping) request 1d=8x@@@l, seq=2946/33291, ttl=2 (no response found!)
22999 19.534286 192.168.1.4 93.184.221.161 ICMP 186 Echo (ping) request 1d=@x@@@l, seq=2947/33547, ttl=3 (no response found!)
27436 23.533369 192.168.1.4 93.184.221.161 ICMP 186 Echo (ping) request 1d=-8x@@@l, seq=2948/33883, ttl=32 (no response found!)

-198281 - 192.168.1.4 IcMP Time-to-live exceeded (Time to live exceeded in t

3187@ 27.533824 192.168.1.4 93.184.221.161 e 186 Echo (ping) request id=ex@8@l, seq=2949/34859, ttl=3 (no response found!)
36518 31.525185 192.168.1.4 93.184.221.161 IcMP 186 Echo (ping) request id=exeeel, seq=2958/34315, ttl=4 (no response found!)
41161 35.533@55 192.168.1.4 93.184.221.161 ICMP 186 Echo (ping) request 1d=8x@8@1, seq=2951/34571, ttl=4 (no response found!)
45886 39.536000 192.168.1.4 93.184.221.161 P 186 Echo (ping) request 1d=8@x@@@l, seq=2952/34827, ttl=4 (no response found!)
4 .161 ICMP 186 Echo (ping) request 1d=@x@@@l, seq=2953/35@83, ttl=5 (no response found!)

.529783 192.168

Time-to-live exceeded (Time to live exceeded in transit)

(ping) request id=8x@881, seq=2954/35339, ttl=5 (no
Time-to-live exceeded (Time to live exceeded in transit)
(ping) request id=8x@@e@1, seq=2955/35595,
Time-to-live exceeded (Time to live exceeded in
Echo (ping) request 1d=8x@@@l, seq=2956/35851,
Time-to-live excee transit)
Echo (ping) request id=8x@881, seq ttl=6 (no response found!)
Time-to-live exceeded (Time to live exceeded in transit)
Echo (ping) request id=ex@eel, seq=2958/36363,
Time-to-live exceeded (Time to live exceeded in transit)
(ping) request id=ex@@el, seq=2959/36619,
Time-to-live exceeded (Time to live exceeded in transit)
(ping) request id=@x@881, seq=2968/36875, ttl=7 (no
Time-to-live exceeded (Time to live exceeded in transit)
Echo (ping) request id=8x8881, seq=2961/37131, ttl=7 (no response found!)
Time-to-live exceeded (Time to live exceeded in transit)
93.184.221.161 ICMP 186 Echo (ping) request 1d=8x@8@1, seq=2962/37387, ttl=8 (no response found!)
93.184.221.161 ICMP 186 Echo (ping) request 1d=8x@8@1, seq=2963/37643, ttl=8 (no response found!)
Time-to-live exceeded (Time to live exceeded in transit)

Echo (ping) request 1d=8x@881, seq=2964,/37899, ttl=8 (no response found!)
Time-to-live excee (Time to liv d in transit)

response found!)

response found!)

transit)
ttl=6 (no response found!)

response found!)

found! )

response

found!}

response

1.227848 192.168.
5.836061 192.168.
5
5

found! )

response
Time d in transit)
ttl=9 (no
@ Time transit)
Echo ttl=9 (no response
Time transit)

Echo tt1=18 (no response found!)
Time d in transit)

Echo ttl=18 (noc response found!)
Time-to-live excee 3 transit)
69660 61.687858 c ttl=18 (noc response found!)
61.784883 15: .188.1 1 Time transit)

found! )

response

found! )

70684 62.700495 192.168.1.4 93.184.221.161 106 Echo (ping) request 1id=8x@8@1, seq=2971/39691, ttl=11 (reply in 78785)
70705 62.718735 93.184.221.161 192.168.1.4 106 Echo (ping) reply  id=8x@881, seq=2971/39691, ttl=54 (request in 70684)
70710 62.720045 192.168.1.4 93.184.221.161 106 Echo (ping) request id-@x@801, seq=2972/39947, ttl=11 (reply in 70723)
70723 62.739199 93.184.221.161 192.168.1.4 106 Echo (ping) reply  id=@x@@@l, seq=2972/39947, ttl=54 (request in 70710)
70727 62.740664 192.168.1.4 93.184.221.161 106 Echo (ping) request 1id=ex@@el, seq=2973/48203, ttl=11 (reply in 70745)
70745 62.757650 93.184.221.161 192.168.1.4 106 Echo (ping) reply  id=ex@891, seq=2973/48263, ttl=54 (request in 78727)

ICMP 78 Time-to-live exceeded (Time to live exceeded in transit)
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B Premiere trame ICMP Echo Request :
IP Destination : 5d b8 dd a1 soit 93.184.221.161
Champ TTL : 01 soit 1
Valeur du champ Type : 08 soit 8
B Valeur du champ Type de la trame d’erreur TTL : 11 soit Ob
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